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Executive Summary

Australian schools face heightened obligations under APP 11 to protect
personal information and to destroy or de-identify data when it is no longer
needed. Recent reforms (including APP 11.3) make expectations more explicit
— covering both technical and organisational controls — and strengthen
regulatory oversight and penalties. Schools must now be able to demonstrate
compliance through documented evidence and audit-ready processes.

EzeScan provides automation for discovering, tagging, and redacting personal

information across network drives, email systems, and EDRMS repositories —
reducing manual burden and improving auditability.
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Regulatory Context
What APP 11 Requires

APP 11 obliges schools to take reasonable steps

to safeguard personal information from misuse,
interference, loss, unauthorised access, modification
or disclosure, and to destroy or de-identify personal
information when it is no longer required for an
APP-permitted purpose. The 2024-2025 reforms
introduced APP 11.3, clarifying that “reasonable
steps” include both technical and organisational
measures.

Key Obligations

+ Protect personal information using technical and
organisational controls.

+ Destroy or de-identify personal information when
itis no longer needed, subject to legal retention.

+ Maintain evidence demonstrating compliance
(policies, audits, logs).
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Why This Matters Now?

Penalties, Oversight & Proof of Compliance

Reforms strengthened OAIC powers to investigate and
enforce compliance—even without a breach—and
increased penalties for serious or repeated failures.
Schools must prove their safeguards are effective
through audits, documentation, risk assessments,
incident response playbooks, and evidence of data
lifecycle controls.

Typical Challenges
in School Environments

« Fragmented repositories across file shares, emails,
cloud storage, and EDRMS make discovery and
clean-up difficult.

+ Legacy records and FOI obligations require
search-and-redact at scale.

« Manual processes are slow and error-prone,
undermining compliance and audit readiness.
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Operationalising
APP 11 in Schools

Controls & Evidence

» Technical security: Encryption, MFA,
least-privilege access, secure storage,
monitoring.

« Governance & training: Updated privacy
policies, defined roles, routine training, incident
response workflows.

« Data lifecycle: Periodic reviews to identify
data no longer required; destroy or de-identify
accordingly, accounting for legal retention.

« Auditability: Maintain evidence—risk registers,
control inventories, change logs, training
records, redaction logs, and destruction
certificates.
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EzeScan’s Capabilities
for APP 11 Compliance

Automated Personal Information Discovery
The Document Repository Analyser (DRA) crawls

network file shares, email servers, and supported
EDRMS to discover sensitive data at scale.

Compliance-Ready Tagging & Metadata

Automatic metadata (e.g., “Pll detected”) supports
governance, reporting, and audit trails.

Advanced Redaction:
Zone-based and full-page redaction, with reason

codes for auditing; export original and redacted
versions to designated repositories.

FOIl Workflows:

Bulk assembly and redaction with persistent removal
from PDF text layer for FOIl and large-scale clean-ups.
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Implementation Governance, KPIs
Roadmap (90-120 Days) & Audit Readiness

Phase 1 » Coverage: % repositories scanned; % documents

1 Discovery & Readiness (Weeks 1-4) classified/tagged.

Governance alignment; configure DRA; « Risk reduction: # Pll records redacted/destroyed;
produce Pll inventory and risk map time to remediate risks.

» Control effectiveness: MFA adoption, access
Phase 2 reviews, incident drill frequency.

2 Control Design & Pilot (Weeks 5-8) « Audit artefacts: Redaction logs, reason codes,
Update policies; pilot automatic/zone-based policy review cadence, training completion,
redaction with reason codes; establish audit change records.
trail standards.

Phase 3 ( ~—
Rollout & Evidence (Weeks 9-12) @

3 Execute bulk redaction or destruction; )

retain evidence packs; train staff; schedule

crawlers and audits.



Architecture Overview

« Data sources: Network shares, emails, EDRMS,
ingestion folders.

« Analysis layer: EzeScan DRA with configurable
identifiers (text analytics, pattern recognition).

« Actions: Auto-tagging (PIl detected), redaction

(zone/full-page), export original/redacted versions.

« Governance & evidence: Reason codes, logs,
scheduled crawlers, audit reports.

Risk & Compliance
Considerations

« Retention obligations: confirm Commonwealth
record status before destruction/de-identification.

« Identity assurance: verify identity before granting
access to personal information.

» Legal review: engage counsel to interpret
school-specific obligations and exceptions.
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lllustrative Scenario
(Hypothetical)

A K-12 school scans shared drives and the EDRMS
with EzeScan DRA. The scan flags enrolment forms
with legacy PIl. The Business Manager aligns policy
updates with APP 11.3, runs bulk zone-based
redaction with reason codes, exports redacted copies
to the EDRMS, and retains logs as audit evidence.
Quarterly scheduled crawlers maintain hygiene, with
training records and incident drills documented for
OAIC readiness.
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Conclusion

APP 11 compliance requires robust controls with repeatable evidence.
EzeScan helps schools find, manage, and remove personal information at
scale—accelerating compliance while reducing risks and manual workload. A

structured 90-120 day rollout delivers measurable progress and a defensible
audit posture.

About EzeScan & Next Steps

EzeScan delivers advanced document capture, discovery, and redaction
solutions tailored for government and education. We can provide a live
demonstration tailored to your environment and follow up with a formal
proposal outlining scope, timelines, and pricing.

Email: sales@ezescan.com.au
Phone: 1300 EZESCAN (1300 393 722)
Website: https://www.ezescan.com.au/
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